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Increasingly, smart devices (such as smart phone, iPod/mp3, or tablet) have become an essential part of daily life 
and work of individuals. Various applications are being developed and made available to the users based on their 
needs. However, many applications when downloaded and installed on a phone are used as a medium for tracking 
users’ personal data and behavior by companies. This research in progress examines whether users are aware of the 
privacy issues associated with their download and use of smart devices’ apps and how that knowledge would 
influence their future privacy preserving behavior.  The study was conducted by surveying smart device users 
and analyzing their responses across three categories as antecedents of users’ privacy-protective responses: whether 
the users are concerned about privacy and big data gathered while they are downloading an application, subjective 
norms, and perceived usefulness.  
Key words 
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INTRODUCTION 
The era of Big Data Analytics (BDA) is upon us. A recent McKinsey report called BDA a “game changer” that will 
revolutionize the way business is conducted (Manyika, et al., 2011).  While BDA has been shown to be a powerful 
tool for organizations to gain and sustain competitive advantage over their competitors, it has come at a cost to 
consumers.  By collecting large amount of varied data about their customers, organizations run the risk of violating 
their customer’s privacy. Therefore, understanding the privacy preserving behavior that their customers engage in as 
they use an organization’s products or services is an important strategic consideration.  The purpose of this research 
is to understand the privacy preserving behavior of consumers. We have selected a data rich environment of the use 
of smart devices as our setting for this portion of our research.  Smart devices (such as smart phone, iPod/mp3, or 
tablet) have become a basic necessity in this technically advanced era. Various applications are being developed and 
made available to the users based on their needs. However, many applications when downloaded and installed on a 
phone are used as a medium of tracking users’ behavior and various other personal details by companies. This study 
aims to find out whether users are aware of the privacy issues associated with their download and use of smart 
devices’ apps and how that knowledge would influence their future privacy preserving behavior.  The study was 
conducted by surveying smart devices’ users and analyzing their responses across three categories as antecedents of 
users’ privacy-protective responses: whether the users are concerned about privacy and big data gathered while they 
are downloading an application, subjective norms, and perceived usefulness. The next stage of this research, we 
propose to gather data from organizational “data collection and use strategies” along with their privacy policies and 
competiveness metrics and associate that with the results of the first phase of the study. We will conduct full 
descriptive and prescriptive analysis to better understand this dynamics. Understanding of this dynamics allows the 
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organizations to achieve their competitiveness goals while reducing the problems associated with privacy concerns 
of their customers.   
 
Literature Review and Theoretical Level  
In this study, Information Privacy-Protective Responses (IPPR) is defined as a set of Internet users’ behavioral 
responses to their perception of information privacy threats that result from their online activities such as 
downloading and using smart devices applications. The main objective of this study is how users’ IPPR is affected 
by big data awareness of customers/users, perceived usefulness of applications, and subjective norms while 
downloading an app on smart devices. It is also of our interest to know how IPPR affects the actual use of 
customers. 
Information Privacy-Protective Responses (IPPR) 
Smart devices users can perceive threats to their information privacy merely when they are asked to provide 
personal information while downloading an app. Several responses are open to them in the face of such perceived 
threats. In particular, IPPR focuses on three broad types of behavioral responses to information privacy threats 
among Internet users: information provision, private action, and public action (see Figure 1) (Son & Kim, 2008). 
 
Figure 1 – Taxonomy of IPPR (Son & Kim, 2008)  
When Internet users perceive information privacy threats from requests to provide personal information, their main 
response for protection of information privacy is to refuse to disclose their personal information. Internet users can 
be dissatisfied with how online companies handle their personal information after they find out that online 
companies mishandle it. Accordingly, drawing on the literature on customer dissatisfaction that has proposed a 
taxonomy of complaint behavior (Day and Landon 1977; Singh 1988), Son & Kim added two other categories of 
private and public actions based on whether or not Internet users seek redress for online companies’ mishandling of 
personal information. For instance, when Internet users perceive that their personal information is mishandled, they 
may take private actions by no longer patronizing online companies and/or by communicating their negative 
experience to others, including friends and relatives. Also, they may seek redress by engaging in public actions by 
complaining to online companies and/or to third-party privacy organizations (Son & Kim, 2008).  
Privacy 
Information privacy refers to an individual’s ability to control when, how, and to what extent his or her personal 
information is communicated to others (Stone et al. 1983; Westin 1967). Once that data is shared, it becomes almost 
impossible to retract that information (Shilton, 2009). Smith et al discussed the relationship between privacy and 
other elements based on the “studies that cut across several disciplines such as marketing, IS, and organizational 
behavior” (Smith, Dinev, & Xu, 2011). They referred to this model as APCO model “Antecedents - Privacy 
Concerns – Outcomes” (Smith, Dinev, & Xu, 2011). Information privacy became a concern with the evolution of the 
internet and its wide use by people to go about their daily activities. This resulted in a flood of new data about 
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individuals. This new form of online data gave rise to new concerns regarding the gathering and use of personal 
information. 
Privacy Concerns Using Smart Devices (such as smart phone, iPod/mp3 and tablet) 
A report by Forrester (2012) states that there will be one billion smart devices by the year 2016 (Chen, 2012). 
According to an article in PC world, smart devices applications can invade user privacy. This includes tracing web 
habits, accessing contact list, making phone calls without user knowledge, tracking location, and automatically 
sending information (Preston Gralla, 2011). According to an article posted in ACLU website by Jay Stanley, he 
mentions that “When you combine someone’s personal information with vast external data sets, you create new facts 
about that person (such as the fact that they’re pregnant, or are showing early signs of Parkinson’s disease, etc. and 
when it comes to such facts, a person a) might not want the data owner to know b) might not want anyone to know 
c) might not even know themselves. The fact is, humans like to control what other people do and do not know about 
them – that’s the core of what privacy is, and data mining threatens to violate that principle” (Stanley, 2012). Such 
“behavioral scoring” is a form of economic guilt-by-association based on making statistical inferences about a 
person that go far beyond anything that person can control or be aware of” (Stanley, 2012). The information that ten 
highest ranked applications (based on iTunes and Google store websites) gather while downloading those 
applications are listed: 
• Network communication: Allows the app to create network sockets and use custom network protocols.  
• Storage: Allows the app to write to the USB storage and to write to the SD card.  
• Phone calls: Allows the app to access the phone features of the device, to determine the phone number and 
device IDs, whether a call is active, and the remote number connected by a call. 
• Location-based Data: Allows the app to get the approximate location and to get precise location using the 
Global Positioning System (GPS) or network location sources such as cell towers and Wi-Fi.  
• System tools: Allows the app to prevent the tablet from going to sleep, to prevent the phone from going to 
sleep, to modify the sync settings for an account.  
• Personal information: Allows the app to read and modify users’ contacts. 
• Hardware controls: Allows the app to take pictures and videos with the camera.  
• Accounts: Allows the app to use the account authenticator capabilities of the Account Manager, including 
creating accounts and getting and setting their passwords, and to perform operations like adding and 
removing accounts, and deleting their password. 
• Messages: Allows the app to read SMS messages stored on tablet or SIM card. 
Effect of Big Data Awareness on Privacy Concerns  
Information privacy became a concern with the evolution of the internet and its wide use by people to go about their 
daily activities. This resulted in a flood of new data about individuals. This new form of online data gave rise to new 
concerns regarding the gathering and use of personal information. McKinsey Global Institute published a report that 
using big data will become a key basis of competition for existing companies, and will create new competitors who 
are able to attract employees that have the critical skills for a big data world. To clarify matters, the three V’s 
commonly used to characterize different aspects of big data are volume, velocity, and variety. Volume: The primary 
attribute of big data which is defined in terabytes (sometimes petabytes). Big data can also be quantified by counting 
records, transactions, tables, files, or time. Velocity: It is defined as the speed of data generation or the speed of data 
delivery. Variety: Data types including: (1) “structured” data (such as transactional data) that has long filled 
relational databases with their orderly rows and columns, and (2) “unstructured” data that might include social 
media postings, audio and video files, text files, and other complex data types. The 4th V is defined by Forrester as 
Variability: many options or variables interpretations confound analysis (Evelson & Hopkins, A Definetion of Big 
Data, 2011).  
Despite online privacy becoming a very hot topic over the past several years with an abundance of information 
easily available about its impact, a vast majority of netizens are still ignorant about online privacy, how it impacts 
them, and what remedial actions they can take to mitigate their exposure. Research shows that people who are aware 
of the impact of privacy tend to be more cautious about sharing information and take steps to limit their exposure. 
Olivero and Lunt found that “an increase in privacy risk awareness reduces the level of trust and increases the 
demand for control over information use” (Olivero & Lunt, 2003) (Sheehan & Hoy, 1999). They will take steps to 
ensure that their privacy is protected. On the other hand, there are a lot of people who even though they are made 
aware of privacy issues and they claim that they will take steps to address their privacy concerns; their actions rarely 
reflect their concerns (Forrester Research, 2005, Jupiter Research, 2002b; Metzger, 2006; Pew Internet and 
American Life Project, 2000).  
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Perceived Usefulness and Perceived Ease of Use  
Among the many variables that may influence system use, previous researches suggest two determinants that are 
especially important. First perceived usefulness is defined as "the degree to which a person believes that using a 
particular system would enhance his or her job performance." This follows from the definition of the word useful: 
"capable of being used advantageously." A system high in perceived usefulness, in turn, is one for which a user 
believes in the existence of a positive use-performance relationship (Davis, 1989). Second, perceived ease of use 
refers to “the degree to which a person believes that using a particular system would be free of effort”. This follows 
from the definition of “ease”: “freedom from difficulty or great effort”. Effort is a finite resource that a person may 
allocate to the various activities for which he/she is responsible (Davis, 1989).  People tend to use or not use an 
application to the extent they believe it will help them perform their job better. This variable is referred to as 
perceived usefulness. In contrast, even if potential users believe that a given application is useful, they may, at the 
same time, believe that the systems is too hard to use, and that the performance benefits of usage are out-weighed by 
the effort of using the application. That is, in addition to usefulness, usage is theorized to be influenced by perceived 
ease of use.   
Subjective Norms 
Three components of theory of reasoned action (TRA) are defined as following: Attitudes: are the overall 
evaluations of performing the behavior by the individual. The sum of beliefs about a particular behavior is weighted 
by evaluations of these beliefs. Each of these beliefs can be weighted (e.g., health issues might be more important to 
one person than issues of time and comfort). Subjective norms: looks at the influence of specific people 
(friends/relatives) in one's social environment on his/her behavioral intentions. Behavioral intention: a function of 
both attitudes toward a behavior and subjective norms toward that behavior, which has been found to predict actual 
behavior (Miller, 2005).  Attitudes and subjective norms are suggested to exert their effects upon behavior through 
intentions (Rhodes & Courneya, 2003).  
Actual Use/Download  
Based on the literature reviewed in this paper, we divided reasons of users for deciding to download/use an app in 3 
categories as relates to user’s privacy concerns, type of application (its usefulness and ease of use), and users 




Given the discussion about, we propose the following theoretical model as depicted in Figure 2.  This study seeks to 
empirically test this model.  We propose to identify what personal factors most influence user’s choice of 
downloading an app. Factors presented included user’s awareness about the potential big data privacy issues of 
using apps on smart devices, subjective norms, and the degree to which one is willing to give his/her personal 
information because an app would enhance his/ her actual download or use of applications.  
 
 
Figure 2 – Theoretical Model 
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As a result, we posit the following hypotheses and propose to empirically test them. Out preliminary analyses shows 
some evidence that the following hypotheses may be supported.    
Hypothesis 1: User’s big data privacy awareness positively influences personal information privacy-protective 
response. 
Hypothesis 2: Perceived usefulness negatively influences personal information privacy-protective response. 
Hypothesis 3: Subjective norms influence personal information privacy-protective response. 
Hypothesis 4: Perceived usefulness positively influences system-based download/ use. 
Proposition 5: Personal information privacy-protective response negatively influences privacy-based actual 
download/ use. 
Proposition 6: Personal information privacy-protective response negatively influences system-based actual 
download/ use. 
Hypothesis 7: Subjective norms-based actual download/ use influence system-based actual download/ use. 
Hypothesis 8: Subjective norms-based actual download/ use influence privacy-based actual download/ use. 
 
METHODOLOGY 
Data for this study was collected via an Internet survey. The survey was designed to analyze the behavior of users on 
whether the users are concerned about privacy and big data gathered while they are downloading an application and 
effects of their awareness, subjective norms, and perceived usefulness on their intension to use, a survey be 
conducted. Through literature review, clear definitions of information privacy protective responses of smart device 
users were created and a set of antecedents that influence the users behavior were identified. From that information, 
a questionnaire was developed. The survey contains questions in different categories as following: demographic, 
usage patterns, testing user awareness, IPPR, subjective norms (response), perceived usefulness, and actual use. The 
demographic questions were used to gather information about the respondent age, education level, and gender.  
Data Collection  
At the first stage questionnaire was pre-tested by seeking the opinions of content experts. After modifying the 
survey, it was sent to more subjects through email to undergraduate and graduate students in a University in 
Southeast region of the US. There were about 117 responses out of which 107 qualified for analysis purposes. While 
this sample is small, our purpose was to test the measurement model and make further refinements for a bigger 
study. Hence this paper is presented as a research in progress and we have not performed hypothesis testing at this 
stage. 
Descriptive statistics has been conducted on the findings so far. Based on the data gathered in different categories 
including demographic, usage pattern, user’s awareness, subjective norms, perceived usefulness, and IPPR, 
descriptive statistics results will be presented and discussed. In future research and by sufficient number of 
respondents, data will be entered into the Statistical Package for the Social Sciences (SPSS, Inc., 2005) for factor 
analyses of each variable. A complete factor analysis will be then computed for awareness, perceived usefulness and 
perceived ease of use, subjective norms, IPPR, and actual use.  Appropriate hypotheses and model verification will 
happen after further data collection.  
 
RESULTS and DISCUSSION 
Preliminary Data Analysis  
The majority, 62%, of those surveyed indicated they were female, with 38% being male. This could be explained by 
the dominance of women in the courses surveyed, or possibly a preference of women to participate in online 
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surveys. Over half, 64%, were “under 30” years old. Only 3% of respondents were “over 50”. Of those surveyed, 
49% were seeking an undergraduate degree, and 14% were pursuing a graduate level degree.  
Usage Pattern  
More than half, 51%, of those surveyed have been using their mobile devices for more than 4 years. The majority of 
respondents use smartphone to access the Internet on a daily basis. Respondents were asked “Which of the 
following activitie(s) do you use your mobile devices (smartphones, iPods/mp3 and tablets) most often for?” and 
sending text messages and making phone calls were the top ranks, cited by over 22% of the respondents. A close 
second was accessing internet as indicated by 14% of those responding. Answering if they have ever download free 
apps, 97% of respondents indicated “yes” and answering the same question for paid apps, 59% of those surveyed 
answered “yes”. Respondents were asked to rank order the categories of apps they use most often, and social 
network applications was the top response, over 20% of the most often used app categories. Second category of app 
was entertainment (Music, Books, and Movies) (16% of the most often used app categories). 
Information Privacy-Protective Responses (IPPR)  
The means and standard deviations of the responses to the 6-item source Information Privacy-Protective Responses 
(IPPR) scale items are shown in table 1. Principal component factor analysis will be performed on the 6-item in 
order to assess the dimensionality of the items as a single construct. Overall, those surveyed indicated that they will 
remove and in second place, refuse to give their personal information while downloading or using an app, if they 
thought that information they are asking for are too personal. A close third was speaking to their friends and/or 
relatives about their bad experience with an app if it was in general unpredictable, inconsistent, and not trustworthy 
in handling their personal information.  
 
Table 1 - IPPR descriptive statistics of 7-point semantic differential scale 
Actual Use/Download  
Descriptive statistics results of percentage scale of the responses to actual use/download questions are shown in 
table 2. Five top reasons of those who surveyed for deciding to download/use an app were as following: 1.The app is 
used by my friends. 2. The app allows them to remove their personal information if they choose to, 3.The app is easy 
to use, 4.The app has a good reputation, and 5. The app respects their privacy. Deciding to download/use an app 
using app by friends (subjective norms) was the top reason, cited with the average of 92.9 in a percentage scale. A 
second reason was that the app allows users to remove their personal information is they choose to (IPPR) as 
indicated with the average of 85.79 in a percentage scale. Third close reason was ease of use,   cited with the average 
of 85.51 in a percentage scale. 
 
Table 2 - Actual use/download descriptive statistics of percentage scale 
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CONCLUSION 
Based on the analysis of the data thus far, a solid profile has been made regarding smart devices users response to 
perceived threats to their information privacy merely when they are asked to provide personal information while 
downloading an app. Respondents were predominantly female and under 30 years old. Social networking and 
entertainment were two top categories of apps users download most often. Respondents were the most aware that 
most of the apps collect location-based data and least aware that most of the apps collect SD card data about them. 
Overall, those surveyed indicated that they will remove or refuse to give their personal information while 
downloading or using an app, if they thought that information they are asking for are too personal. Respondents also 
stated that they will speak to their friends and/or relatives about their bad experience with an app being in general 
unpredictable, inconsistent, and not trustworthy in handling their personal information. Those who surveyed 
indicated that they think most people who are important to them would also remove their personal information, 
refuse to give their personal information, and speak about their experience with an app. Overall scale of perceived 
usefulness was not so high and it was around 3.50. Those who surveyed mostly stated that the amount of personal 
information that an app collects is commensurate with its usefulness. Three top reasons of those who surveyed for 
deciding to download/use an app were as following: 1.The app is used by my friends, 2. the app allows them to 
remove their personal information if they choose to, and 3.the app is easy to use.  
Based on the findings so far, the information gathered can provide insight for app developers for designing their 
apps to be easy to use, and modifying apps’ privacy policies to increase end users’ use or download. Also, reputation 
of the app and subjective norms also influence individuals’ behavior for downloading an app. This survey has 
developed a foundation instrument for more analysis on measurement factors and level of effectiveness of each 
factor on users’ privacy-protective responses.  
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